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The Past of Identity Theft



Introduction

• Account Credential Theft

• Peeling the Authentication Onion

• Identity-Based Attacks
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Key Takeaways

Arms Race



Emerging and Existing 
Methods of Identity Theft



Introduction

• Mobile Trojans

• Biometric(k)s

• Device Fingerprint Theft



Mobile Trojans
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Device Fingerprint Theft



Key Takeaways

• Malware as a Service (MaaS)

• Sophisticated threat actors



THE INCOMING THREATS



FUTURE FRAUDSTER TACTICS: PREDICTIONS

Hyper-Realistic & 
Automated Deepfakes

Deepfakes used for KYC/identity verification will become increasingly sophisticated, harder to detect by current liveness checks, and 
potentially automated. Expect AI-generated faces and voices capable of mimicking specific individuals or creating entirely new, plausible 
personas that can interact in real-time or pass video verification checks designed to fool both AI and human reviewers. The BASPremium 
technique of tricking users into providing video is just the start; stolen PII combined with AI will generate these fakes without needing the 
victim's active participation.

AI-Powered Adaptive 
Spoofing

Fraudsters will use AI not just to create fakes, but to actively probe defenses and adapt their spoofing methods in real-time. This could 
involve dynamically altering device fingerprints (beyond FingerprintSwitcher's capabilities), adjusting deepfake parameters, or modifying 
behavioral patterns to bypass anomaly detection systems based on the responses they receive.

Authentication 
Ecosystem 
Weaknesses

Attacks like Chameleon, which force fallback mechanisms, will become more common and target a wider range of MFA weaknesses. This 
includes exploiting insecure account recovery processes, vulnerabilities in API integrations (especially with Open Banking), session hijacking 
(stealing authenticated session tokens rather than credentials), and weaknesses in the orchestration logic of multi-factor authentication 
systems.

Advanced Synthetic 
Identity Fraud

The creation and use of synthetic identities (combining real stolen data with fabricated information) will become more industrialized. Expect 
AI-generated profiles complete with plausible (but fake) credit histories, social footprints, and behavioral patterns, making them incredibly 
difficult to distinguish from legitimate new customers using traditional checks. These will be used for large-scale application fraud, loan 
stacking, and establishing footholds for other illicit activities.

Diversification of 
Biometric Attacks

While facial recognition is a current focus, expect increased attacks targeting other biometric modalities as they become more common. This 
includes sophisticated voice cloning/deepfake voice attacks to bypass voice authentication, and potentially attempts to spoof behavioral 
biometrics using bots or AI trained to mimic human interaction patterns.

Weaponization of 
Automation 
Frameworks

Easy-to-use frameworks like Bablosoft's BrowserAutomationStudio (linked to BASPremium and fingerprint switching) will proliferate, 
lowering the barrier for entry. Expect more threat actors leveraging these tools to automate complex attacks, including credential stuffing, 
fingerprint spoofing, application fraud, and manipulating web interactions at scale.



INDUSTRY PREPAREDNESS: RECOMMENDATIONS

Embrace Cyber Fraud 
Fusion

Break down internal silos. Foster deep collaboration and integrated workflows between Cybersecurity, Fraud Prevention, Identity Access 
Management (IAM), AML, and Financial Crime units. Share intelligence and telemetry across these teams to get a holistic view of threats 
that span cyber intrusion and fraud execution

Multi-Layered, Dynamic 
Identity Verification

Next-Gen Liveness Detection: Employ advanced passive liveness techniques (analyzing texture, light reflection, micro-movements) and 
potentially adaptive active challenges that are harder for deepfakes to beat. Use AI to detect digital forgery artifacts.

Robust Multi-Modal Biometrics: Combine facial recognition with voice, behavioral, or other biometrics for higher assurance levels. Don't 
rely on a single modality.

Mobile App Security & 
Monitoring

Secure mobile banking apps against tampering, overlay attacks, and forced fallback mechanisms exploited by malware like Chameleon. 
Implement robust runtime application self-protection (RASP) and monitor for anomalous API calls or behavior indicative of compromise.

Deploy AI for Defense Leverage AI and Machine Learning defensively. Use it for advanced anomaly detection across diverse data sources (device, network, 
behavior, biometrics, transaction), identifying subtle patterns indicative of deepfakes, synthetic identities, or automated attacks.

Specific Synthetic Identity 
Countermeasures

Implement specific strategies targeting synthetic identity fraud. This involves advanced data analysis, cross-referencing data points across 
applications and institutions (where possible and permissible), utilizing consortium data, and potentially exploring emerging identity graph 
technologies.

Foster Information Sharing & 
Threat Intelligence

Actively participate in information sharing communities like FS-ISAC. Share indicators of compromise (IoCs) and tactics, techniques, and 
procedures (TTPs) related to new identity fraud schemes, deepfake methods, and malware variants promptly.
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